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No conflicts, but I do work for my employer.

Hopefully helpful, but…
Not legal advice.
No endorsements.
No guarantees.

Disclaimers
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2023:
$15m Bibb Co., GA

$20.9m Essex Co., NJ
$20m Middlesex Co., MA

$40m Coles Co., IL
$34m Baltimore Co., MD

$9m Fulton Co., GA
$19m Cook Co., IL
$183m Phila., PA
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2023:
$10m Detroit, MI
$26m Phila., PA
$31.6m Michigan

$13m King Co., WA
$9m Baltimore, MD

$20.2m West Palm Beach, FL
$30m Dekalb Co., GA
$32.7m Cook Co., IL
$55.5m Cook Co., IL

$220m Sarasota Co., FL
$14m Phila, PA
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Asset Protection Before It's Too Late
• Personal liability insurance aka 

“umbrella”
⎼ Prenuptial and postnuptial agreements
• Joint tenants by entirety home 

ownership
• 401K and rollover IRAs
• Contributor IRAs (limitations apply)
• NOT necessarily inherited IRAs
• 529 plans (limitations apply)
• Asset protection trusts (varies by state)
• LLCs and corporations for business 

assets
• Life insurance & annuities (varies by 

state)

Get help on Asset Protection Strategies:
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Online “Curbsides”
(and a reminder about state lines)

“That which we call a rose [b]y any other 
name would smell as sweet”

(It's telehealth, no matter what they say)
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(Carefully) Read the Terms of Service-
Liability Shifting
• You agree that any medical or professional services or advice 

(“Professional Advice”) you receive from any physician, specialist 
physician or other licensed provider (collectively, “Other 
Professionals”) through use of the Services is solely and 
exclusively for your own use in making decisions regarding the 
treatment and care of your patients…

• You will use or rely upon any such Professional Advice in your sole 
and exclusive discretion and professional judgment.

• You agree that You have all responsibility and liability for your use 
or reliance upon any Professional Advice received from Other 
Professionals through the Services, and no such Other 
Professional bears any part or portion of any responsibility or 
liability for any Professional Advice rendered to you or on behalf 
of any of your patients.
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(Carefully) Read the Terms of Service-
Disclaimer of Quality
TO THE FULLEST EXTENT PERMITTED BY LAW, THE SERVICES 
ARE PROVIDED ON AN “AS IS” BASIS AND VENDOR AND ITS 
AFFILIATES, THIRD PARTY LICENSORS, VENDORS, AND AGENTS 
HEREBY DISCLAIM ALL REPRESENTATIONS OR WARRANTIES, 
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING THE 
IMPLIED WARRANTIES OF MERCHANTABILITY, TITLE, NON-
INFRINGEMENT, AND FITNESS FOR ANY PURPOSE. VENDOR 
MAKES NO REPRESENTATION OR WARRANTY RELATED TO 
THE RELIABILITY, ACCURACY OR COMPLETENESS OF THE 
SERVICES, NOR DOES IT GUARANTEE THAT THE SERVICES 
WILL BE SECURE, TIMELY, UNINTERRUPTED, ERROR-FREE OR 
MEET SUBSCRIBER’S EXPECTATIONS.
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(Carefully) Read the Terms of Service-
Unilateral Indemnification
You shall indemnify, defend and hold harmless us and our affiliates, 
directors, officers, employees, shareholders and agents, from and 
against any and all liabilities, claims, damages, injuries or losses 
arising out of or relating to your use of the Services (including any 
third party claims related to negative patient outcomes or medical 
malpractice with respect to the Services), the use or storage of the 
Data, your operations (including without limitation by any patient), 
your breach of the Agreement or compliance with any applicable 
law, including privacy, data security or data protection laws and 
regulations. This section shall survive the completion, expiration, 
termination or cancellation of this Agreement. Vendor may at its 
own expense participate in the defense and settlement of any claim 
with its own counsel, and you may not settle a claim without 
Vendor’s prior written consent (not to be unreasonably withheld).
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Due Diligence
• Is this the practice of medicine into the state of the 

subscriber?
• Is the consultant licensed in the state of the subscriber?
• Could you be subjected to suit in the consultant’s state in a 

medical malpractice action?
• If you are serving as a consultant, does your MPL coverage 

protect you?
• If you are the subscriber, do you have a coverage gap if you 

use this service?
• What about documentation of the consult?
• Practices should and must call their broker and underwriter 

before engaging with a service like this…
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Sept. 1, 2022
• Telemedicine visit
• Doctor in NC, patient in VA
• Bad outcome
• Med mal suit filed in VA Federal 

Court
• NC doctor is defendant in that case
• Tortious acts "took place" in VA
• Personal jurisdiction exists
• VA court denied motion to transfer to 

NC court
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Resource:
• Virtual Curbside Consult App Considerations Blog Post
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What about REALLY Virtual “Consults”?
…Dr. ChatGPT is in

https://www.thedailybeast.com/chatgpt-passed-the-us-medical-licensing-exam-will-it-be-your-future-doctor
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https://www.thedailybeast.com/chatgpt-passed-the-us-medical-licensing-exam-will-it-be-your-future-doctor
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• Will your clinicians “consult” 
ChatGPT?

• Are they doing so already?
• “That is exactly how we 

treated the patient”*
• Will patients?
• Will jurors?
• Will job candidates?
*https://www.nytimes.com/2023/03/14/technology/open
ai-new-gpt4.html
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What about REALLY Virtual “Consults”?
…Dr. ChatGPT is in
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A.I. in Your Practices
• Should I do a demo?
• Do you advertise it?
• Do you disclose it?
• Do you document it?
• Does rollout do a 

retrospective review?
• Do you blame it?
• Will it blame you?
• What do your contracts say?
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Software as a (Co-Defendant)
• Skounakis v. Dr. Sotillo and Dr. G’s Franchising Companies, 

LLC (A-2403-15T2 (NJ Super. Ct. App. Div. March 19, 2018)
• Plaintiff’s Expert Cardiologist: Dr. G’s program deviated from 

the standard of care by including a combination of 
phendimetrazine and liothyronine
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Software as a (Co-Defendant)
• Skounakis v. Dr. Sotillo and Dr. G’s Franchising Companies, 

LLC (A-2403-15T2 (NJ Super. Ct. App. Div. March 19, 2018)
• Plaintiff’s Expert Cardiologist: Dr. G’s program deviated from 

the standard of care by including a combination of 
phendimetrazine and liothyronine

• Appellate Court: Plaintiff’s expert 1) does not have to be a 
computer software expert, and 2) may testify about the 
propriety of the medications Dr. G’s program prescribed
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The World “Before” Ransomware*
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The World Today
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The World “Before” Ransomware*

It WAS about “compliance.”
It IS about “data as an asset and a risk.”
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The World Today
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OCR Enforcement Actions - $1.3m

https://www.onelogin.com/learn/what-is-mfa
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OCR Enforcement Actions - $100,000

https://www.onelogin.com/learn/what-is-mfa
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OCR Enforcement Actions - $80,000

https://www.onelogin.com/learn/what-is-mfa
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OCR Enforcement Actions - $480,000

https://www.onelogin.com/learn/what-is-mfa
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Multi-factor Authentication (MFA) is an 
authentication method that requires 
the user to provide two or more 
verification factors to gain access to a 
resource such as an application, online 
account, or a VPN. MFA is a core 
component of a strong identity and 
access management (IAM) policy. 
Rather than just asking for a username 
and password, MFA requires one or 
more additional verification factors, 
which decreases the likelihood of a 
successful cyber attack.

What is MFA?

https://www.onelogin.com/learn/what-is-mfa

https://www.onelogin.com/learn/iam
https://www.onelogin.com/learn/iam
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• CEs should:
• 1) Subscribe to Cybersecurity and Infrastructure Security Agency (CISA) alerts 

and bulletins
• Complete form at: 

https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new
• 2) Subscribe to alerts from the HHS Health Sector Cybersecurity Coordination 

Center (HC3)
• Email: HC3@HHS.GOV to subscribe

https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-first-quarter-2022/index.html

https://public.govdelivery.com/accounts/USDHSCISA/subscriber/new
mailto:HC3@HHS.GOV
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*Regularly test employees and target training to those who fail
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The World Tomorrow
• CIRCIA—The Cyber Incident Reporting for Critical 

Infrastructure Act
• 2,741 pages
• Signed by President Biden March 15, 2022
• “Covered Entities” include “Healthcare”
• 72 hours to report cyber incidents to CISA (US Dept. 

of Homeland Security Cybersecurity and 
Infrastructure Agency)

• 24 hours to report ransomware payments
• A lot to be determined—could be 18-24 months 

before more is clear due to rule-making process
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https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot
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©2023 Curi
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Multiple Choice Question

To treat my patients via telehealth when they are temporarily 
physically located in other states:
a) I only need to have a medical license in the state in which I’m 

located at the time of the encounter.
b) If the state is adjacent to my home state, I only need to have 

a medical license in the state in which I’m located at the time 
of the encounter.

c) If the patient consents, I only need to have a medical license 
in the state in which I’m located at the time of the encounter.

d) I need to have a medical license in the state in which the 
patient is physically located.
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Multiple Choice Question

To treat my patients via telehealth when they are temporarily 
physically located in other states:
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Thank you!
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